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Related Works

In this section, we discuss some of the existing works that focus on regression analysis in a privacy-preserving
way. Table 1 demonstrates some of the recent works in this area in chronological order. Each of the following
Subsections cover a certain secure computation scheme.

1.1

Homomorphic Encryption

Homomorphic encryption [1] enables other parties to perform computation on the data without possession of
the private key.
There are many applications of homomorphic encryption in privacy-preserving machine learning [2, 3, 4, 5].
Some of these target regression analysis [4, 5]. Hall et al. [5] proposed a multiple linear regression analysis
technique based on homomorphic encryption. Their main idea is, since computing regression coefficients is
basically done by matrix products, a secure method can be formulated by composing secure matrix products.
Another work by Bos et al. [4] demonstrates a private predictive analysis (based on logistic regression) on
encrypted medical data using homomorphic encryption.
Homomorphic encryption is impractical as it comes with huge computational and storage overhead. Some
practical variants of homomorphic encryption scheme have been proposed over the last few years [6, 7, 8].
However, the overhead issue still persists.
Table 1: Previous research works in privacy-preserving regression analysis
Technique

Year

Chaudhuri et al. [9]
Lei et al. [10]
Hall et al. [5]
Zhang et al. [11]
Wu et al. [12]
Valeria et al. [13]
Bos et al. [4]
Wang et al. [14]
Shi et al. [15]
Ohrimenko et al. [16]
Our proposal

2011
2011
2011
2012
2012
2013
2014
2016
2016
2016
2017

1.2

Regression
Type
Linear
Linear
Linear
Linear, logistic
Logistic
Ridge
Logistic
Exact logistic
Logistic
–
Linear, logistic

Differential
Privacy
3
3

Homomorphic
Encryption

Garbled
Circuit

Intel SGX

3
3
3
3
3

3
3

3
3

3
3

Garbled Circuit

In the mid 80s, Yao proposed garbled circuits [17] in the context of secure two-party computation, which can
compute a function f on input x without exposing anything about f or x. So, a malicious party cannot learn
anything about the function f or the input x other than the result f(x). It should be noted that the term circuit in
this context means, boolean circuit.
Valeria et al. [13] implemented an evaluator for computing regression coefficient that uses linear homomorphism in the first phase to perform all the linear operations. In the second phase, it uses garbled circuit
for non-linear computations since garbled circuit is much more efficient than homomorphic encryption for this

1

purpose.
However, there are some critical issues of garbled circuits.
1. First of all, standard garbled circuits suffer from one limitation: they offer no security if used on more
than one inputs. In other words, garbled circuits are not reusable. Consequently, evaluating the circuit
on a new input requires a completely new garbling of the circuit.
2. Another problem with garbled circuits is that the communication complexity is proportional to the size
of the circuit. This makes garbled circuits inefficient from the communication perspective [18, Page 22].
However, with homomorphic encryption, the communication complexity is much less.
For instance, consider a scenario, where encrypted clinical data is stored in the cloud, and a researcher
executes private prediction queries on this massive clinical data set. In this case, the communication
complexity of a private query is extremely high since the garbled circuit used to represent the query is
proportional to the size of the dataset. On the contrary, the communication complexity of such a query
in homomorphic encryption scheme is proportional to the size of the encrypted response to the query.
3. Finally, garbled circuit-based techniques need complex circuit design and optimization for each particular
computation. Thus, it is not very flexible.

1.3

Differential Privacy

Solutions based on differential privacy [19] add noise to the data to preserve individual privacy.
There are also some works on differentially private regression analysis [20, 9, 10, 11]. The solution proposed by Chaudhuri et al. [20, 9] is applicable only for linear regression. Lei [10] proposed another technique
where in the first step, they generate noisy histogram from the input data. Then, from the noisy histogram they
generate synthetic data by preserving statistical property of the histogram. In the final step, they uses synthetic
data to compute the regression results. Finally, Zhang et al. [11] proposed a solution based on functional mechanism. Instead of perturbing the results, they perturb the objective function (cost function) of the regression
analysis.
Noise added by differentially private techniques reduces data utility, and makes statistical analysis very
difficult. Also, differential privacy requires one trusted entity who can access the integrated dataset. In addition,
in client-server architecture, where a client executes query on the database stored in the server, differential
privacy is not applicable for several types of queries [21].

1.4

Secure Hardware

Intel Software Guard Extensions [22, 23] is a set of extensions to the Intel architecture, which provides support
to run an application inside protected execution area of a processor. Among the state-of-the-art secure computation schemes, Intel SGX is the most efficient. For example, an SGX-based MapReduce framework [24]
demonstrates an overhead of only 8% to achieve read/write integrity. This is a significant benefit of SGX in
comparison to other secure computation techniques like garbled circuit and homomorphic encryption, which
generally increase the computational overhead several times.
There are no secure hardware based techniques that target regression analysis (to the best of our knowledge).
However, Ohrimenko et al. [16] worked on some machine learning algorithms using Intel SGX.
Although, SGX is very efficient from computation and storage point of view, the security guarantee of SGX
is yet to be fully established due to some recently proposed side-channel attacks against SGX [25, 26, 27].
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